
Certified Capture The Flag Specialist (CCFS)
CTF 2.0 is the latest version of our training program, featuring advanced modules that 
simulate real-world organizational infrastructures. This version also helps students and 
professionals prepare for global certifications. The curriculum is designed to cater to both 
beginners and experienced individuals, providing tailored training that matches their skill 
levels and enhances their expertise in the field of cybersecurity.

Module 1
• Course introduction
• Network Enumeration

Module 2
• Web Application attacks
• Windows Exploitation & Privilege 

Escalation

Module 5
•  Attacking Active Directory 

Authentication
• Lateral Movement in Active Directory
• Capture the Flags

Module 4
• Post forwarding and tunneling
• Active Directory introduction and 

Enumeration

Module 3
•  Password Attack
• Hunting public exploit
• Linux Privilege Escalation

Tools

1. Smbshare
2. Johnthripper
3. Burpsuite
4. Nikto
5. Whatweb
6. Wapplyzer
7. Netcat
8. Hydra
9. Crackmapexec
10. Hashcat
11. Linpeas
12. Winpeas
13. Lazagne
14. Netcat
15. Imapcket
16. Rubeus
17. Remmina
18. Nse scripts
19. Exploitdb

 Email: enquiries@predictiveintels.com  |   Website: www.predictiveintels.com 

US# +1(732)293-7829 
India# +91-9810803769

mailto:enquiries@predictiveintels.com
mailto:enquiries@predictiveintels.com
http://www.predictiveintels.com/

	Slide 3

