
Policies 
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• Protect confidentiality, integrity, and 
availability.

Standards 

6

• Identify and reduce risks.

• Track and secure assets.

Certified IT Risk 
Management 
Professional

(CRMP)

CIA and 
Cybersecurity

Frameworks 

1

8

• Follow laws and 
guidelines.

• Set and enforce 
security rules.

• Use structured security models.

• Follow core security best practices.
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3

4

• Control who can do what.

5
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• Protect personal data rights.
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• Key web security risks.
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• Report issues clearly

• Plan and manage the audit.

12

Principles

Risk Management 

Asset Management

Auth & Access Control

Audit Project

Audit Findings

OWASP Top 10

Privacy

Certified IT Risk Management Professional (CRMP)
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